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in order to protect the security of the
windows operating system, updates were

previously signed (using both the sha-1 and
sha-2 hash algorithms). the signatures are

used to authenticate that the updates
come directly from microsoft and were not
tampered with during delivery. because of
weaknesses in the sha-1 algorithm and to

align to industry standards, we have
changed the signing of windows updates to

use the more secure sha-2 algorithm
exclusively. this change was done in
phases starting in april 2019 through
september 2019 to allow for smooth
migration. the previous sha-1 signing

requirement is still supported for windows
server 2003 sp2, windows server 2008 sp2,
windows server 2008 r2 sp1, and windows
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server 2008 r2. to help protect the security
of the windows operating system, updates

were previously signed (using both the
sha-1 and sha-2 hash algorithms). the

signatures are used to authenticate that
the updates come directly from microsoft

and were not tampered with during
delivery. because of weaknesses in the
sha-1 algorithm and to align to industry

standards, we have changed the signing of
windows updates to use the more secure
sha-2 algorithm exclusively. this change
was done in phases starting in april 2019

through september 2019 to allow for
smooth migration. to help prevent update

failures, we are issuing a final
announcement to inform users that they
should review any signed updates before
installing them. after the final phase, we
will begin removing all existing unsigned

updates from the windows update catalog
and will remove support for signing with

sha-1.
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